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PROFESSIONAL SUMMARY
Security operations specialist and builder with 4+ years defending 60+ enterprise clients across 3,000+ endpoints in multi-region MSSP environments. Experienced across the full SOC lifecycle, Tier 2/3 triage, threat hunting, incident response, detection engineering, and customer-facing security partnerships. Built ThreatPrism, an API-driven investigation automation tool contributing to a 48% MTTR reduction, and an AI DevSecOps platform validated against 57 adversarial test cases with zero false negatives. I convert threat telemetry into actionable detections, investigations into clear reporting, and security complexity into customer confidence.

CORE STRENGTHS
Detection Engineering: Alert logic development, IOC and behavioral detection, SIEM/EDR rule tuning, false positive reduction, detection lifecycle management, KQL, schema validation
Threat Hunting & IR: Proactive threat hunting, TTP/IOC analysis, MITRE ATT&CK mapping, IR lifecycle (scoping, containment, eradication, recovery), evidence preservation, endpoint forensics
Security Operations: EDR, SIEM, SOAR, XDR, event triage, alert prioritization, cross-region SOC operations. Microsoft: ADX, Sentinel, Defender, Managed Id | Forti: EDR, SIEM | Wazuh: EDR, SIEM
Customer Success Engineering: Customer onboarding, technical issue resolution, stakeholder communication, remediation guidance, QBR support, SLA-driven operations
Builder: Python, REST APIs, Postman, LLM integration, Git/GitHub, Docker, Automation workflows
GRC: NIST, ISO, MITRE, OWASP, PCI-DSS, GDPR, HIPAA

SELECTED PROJECTS
ThreatPrism | SOC Automation & Detection Pipeline: Built an API-driven pipeline that pulls telemetry, extracts IOCs, maps TTPs to MITRE ATT&CK, and generates structured analyst context to accelerate detection and investigation. Contributed to a 48% MTTR reduction affecting 60+ enterprise clients via Swimlane SOAR integration.
AI DevSecOps Platform | Adversarial Detection & Guardrails: Engineered a secure code analysis platform using deterministic controls and LLM-assisted reasoning to detect unsafe patterns in AI-generated code. Validated detection logic across 57 adversarial test cases with zero false negatives.

PROFESSIONAL EXPERIENCE
Cybersecurity Analyst II | 11:11 Systems | Feb 2024 – Apr 2026
· Manage endpoint security operations across 3,000+ systems in US, APAC, and EU regions, triaging 300+ events weekly across 60+ enterprise MSSP clients.
· Engineered and operationalized ThreatPrism within Swimlane SOAR, automating IOC extraction and analyst context generation, contributing to a 48% reduction in MTTR.
· Conduct proactive threat hunting across client environments using behavioral analysis and IOC correlation, identifying threats that bypassed automated detection layers.
· Develop, tune, and validate detection logic across EDR and SIEM platforms; reduce false positive rates and improve signal fidelity across multi-tenant environments.
· Lead 30+ incident response investigations monthly; deliver structured containment guidance, evidence preservation coordination, and executive-ready reporting.
· Serve as technical partner for 25+ customer requests weekly: EDR exceptions, telemetry gaps, configuration tuning, and remediation coordination across 14 onboarded enterprise environments.
Director of Cybersecurity | Cyber Defense & Intelligence Center | Aug 2023 – Sept 2024
· Architected a production SOC from the ground up, integrating BitDefender, Wazuh, Splunk, TheHive, and Action1 for detection, monitoring, and response operations.
· Led a 30+ member team spanning SOC operations, detection engineering, incident response, and GRC.
· Developed threat hunting playbooks, detection runbooks, and IR procedures that improved team repeatability and reduced MTTR.
First Responder (Technology Operations) | Co-Lead PDA | Feb 2020 – Feb 2021
· Secured rapid IT operations for a COVID-19 response environment; managed endpoint provisioning, authentication controls, and collaboration tooling for distributed teams handling HIPAA/PII data.
EDUCATION
Postgraduate, AI & ML Engineering — University of Texas at Austin (McCombs) | 2025 
Applied Cybersecurity — SANS Technology Institute | 2024 
B.A.S., Cybersecurity & Information Assurance — Western Governors University | 2023
CERTIFICATIONS
Cybersecurity: GSEC | GCIH | GCIA | SecurityX | CASP+ | CySA+ | PenTest+ | Security+ | SSCP | ITIL SC-200 & SC-300 (In Progress)

AI/ML Engineering: CAISS | Ready Tensor: Agentic AI, LLM Engineering & Deployment | ProtectAI: MLSecOps | Hugging Face: Agents, MCP | CAIS | Practical DevSecOps: CAISP (In Progress)
SELECT TECHNOLOGIES
Microsoft Sentinel | Defender XDR | Forti | Wazuh | Splunk | Swimlane SOAR | KQL | Python | REST APIs | Postman | Docker | Git/GitHub | AWS | Azure | GCP | AI/ML Security Engineering

